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Tech Lands
Continued change in 'u%

Increased and institutionalised Growth in functionality and use
remote working. of online collaborative tools.

New cyber-attack surfaces due
to increased technology
adoption.




' Ransomware is King

Qad actors are ‘following the money’
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70% Ransomware Attacks Cause Data
Exfiltration; Phishing Top Entry Point

Kaseya ransomware attack: 1,500 companies
affected, company confirms

A ES ’
\ / Waikato DHB cyber attack
/ il biggest in New Zealand history’
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https://www.businessinsurance.com/article/20210305/STORY/912340256/Ransomware-attacks-up-by-150-in-2020
https://arstechnica.com/gadgets/2021/03/tens-of-thousands-of-us-organizations-hit-in-ongoing-microsoft-exchange-hack/
https://www.nzherald.co.nz/nz/waikato-dhb-cyber-attack-biggest-in-new-zealand-history/33RPYZWICB2PJ46VYV2B2PZXTQ/?ref=readmore

Cyber Insurance
Market Update




2021 Market Update

Highlights H1 2021
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Dﬁ\and is up, Supply is very. Y 6’//// | /
* Frequency and severity-of ransomware claims ‘
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On the Up

Cyber Insurance Price Change (Percentage)
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2019-Q1 2019-Q2 2019-Q3 2019-Q9 2020-Q1 2020-Q2 2020-Q3 2020-Q4 2021-Q1
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Total Price Change 8% 8% 10% 5% 1% 18% 13% 18% 30%

Primary Price Change [R&Z 8% 1% 6% 13% 18% 10% 17% 28%

Source: Marsh UK data.
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Expectations for Q3-Q4 202

«Continued acceleration in premi
increases.

=
Incentivised exceséj"i?ea//ses
1€

potential usage of co-insurar /,

Focus on aggregated risk exclusions

ransomware q
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Marsh Specialty’s approach to Cyber Risk

What we do in a challenging market

Provide CYBER CONTEXT -
within a BUSINESS PERSPECTIVE ., -

1. UNDERSTAND
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Actionable steps to -ZI« ¢'o° Quantify the ESse :;'..\\,
SECURE, MANAGE, A 3 FINANCIAL IMPACT 2 1535 .\» _
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Signs of Hope

Turning the Tides

TSR NEWS AN Lisis - wh\
ustralia maving closer to mandatary
ransomware disclosure

N e

Ukraine arrests ransomware gang in global
cyber criminal crackdown

The éybersecurity 202: The Biden administration is stepping up §

the fight against ransomware
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INPHYSEC

. YOUR TRUSTED SECURITY PARTNER

Cyber risks and responses
Jonathon Berry, Consulting Partner



Threat actors and methods

= Cyber criminals
= Everyone else

= Ransom motivated attacks
= Cryptoware
= DoS
= Hostage data
= Open ports and vulnerabilities
= All other malware present on the Internet

YOUR TRUSTED SECURITY PARTNER

INPHYSEC




Fundamentals

= [nformation valuation
= Confidentiality
= |[ntegrity
= Availability
= Staff awareness
= Data flows & ‘security container’
= Access control
= Network hygiene
= Validation of controls
= |[ncident management
= Supply chain / service providers

YOUR TRUSTED SECURITY PARTNER

INPHYSEL
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Don’t forget physical security or personnel security INPHYSEC

= DC security

= Server rooms
= Mobile devices
= Hard copy

= Recruitment

processes
= Confidentiality
agreements %{g -

YOUR TRUSTED SECURITY PARTNER
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NZ CERT :: 11 Top tips

Back up your data Keep your operating

system up to date

Be smart with
soclal media

Be cautious of free
WiFi networks
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YOUR TRUSTED SECURITY PARTNER

Install antivirus

software

Don't give out
personal info

Choose unique
passwords

Check bank
statements regularly

Set up two-factor
authentication (2FA)

CODE 12324

Get aregular
credit check

certnz

Use creative
recovery answers

School?

www.cert.govt.nz

INPHYSEC




Questions?

INCIDENT
RESPONSE &
DIGITAL
FORENSICS

YOUR TRUSTED SECURITY PARTNER

CONSULTING
SERVICES

Intelligence led solutions.
No compromises.

TECHNICAL MANAGED
TESTING SERVICES

EDUCATION &
AWARENESS

INPHYSEC
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/" How the pandemic
has increased

reliance on digital

i - identities
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Top Global Risks by Likelihood
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Biodiversity loss Digital power Digital inequality
concentration

2nd 3rd 4th Sth

Climate action Human Infectious diseases

Extreme
2021 weather failure environmental

damage

A Extreme
VN \eather

Climate action Natural Biodiversity loss Human-made
failure disasters environmental
disasters

Climate action Data fraud Cyberattacks
failure or theft

Natural Cyberattacks Data fraud Climate action
disasters or theft failure

X Extreme
AU weather

JUUBRN Extreme
EUEEN \weather

Extreme Involuntary Natural

migration disasters

weather

IIII | l |

g |nvoluntary Extreme Climate action Natural
CR L migration weather failure I catastrophes

Extreme Failure of national Unemployment
weather governance

Extreme Unemployment Climate action Cyberattacks
weather failure

Fiscal Greenhouse Water crises Population
imbalances gas emissions ageing

Interstate
2015 conflict

Income
2014 disparity

Income disparity

po_— Income disparity

N
o

Fiscal Greenhouse gas Cyberattacks Water crises
imbalances emissions

ISISIS)

http://www3.weforum.org/docs/WEF_The_Global_Risks_Report_
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Changing _
client » Most forms of corporate attach now involves some
demographic
and behaviour

form of cyber security failure, from phishing scams
to synthetic ID fraud

Lack of . Omni Ch.annel
cybe;;ﬁ;ur'w ;:;dzfséﬂgeft A growing digital footprint requires better cyber
security

THE PERFECT * The failure to understand that simple premise is
(TECH) STORM _

what's behind the eruption of data theft, systemic

compromise and fraud.
Increased

legislation and
regulations

Re-Think our approach to cyber security

e S - The answer to problems is NOT more technology

presence

ISISIS)
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2021

THE YEAR OF DIGITAL IDENTITY

IT SECURITY
SPECIALISTS
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SIS1S)
Identity is at the heart...of your CX/UX/EX/TX T SECURITY

SPECIALISTS
@Wh e they a

relationship to your bus




COVID-19 Accelerating Digital Banking Adoptions

Bank of America Corp.

23% of first-time digital users
during April were seniors or
boomers.

M&T Bank Corp.

Digital banking enroliment up
40% from 60 days prior to
pandemic.

MTB

South State Corp.

65% increase in mobile
deposits, 90% more digitas
depositis during March 2020
than March 2019.

South State Corp.

Logins to digital and mobile
platforms since mid-March up
25% compared to last year,
while branch transactions are
down 20% for same period.

F.N.B. Corp.

40% increase in mobile
deposits in last two weeks of
March compared to year-ago
period.

F.N.B. Corp.

Mobile deposits up more than
25% compared to pre-COVID.

KEY

Source: S&P Global Market Intelligence®

Aitizaz, F. and Seay, L. “Banks accelerate new branch strategies in increasingly digital post-COVID world.” S&P Global Market Intelligence, July 15, 2020, g 5

https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/banks-accelerate-new-branch-strategiesin-increasingly-digital-post-covidworld-59377185. IT SECURITY

SPECIALISTS




So....the FUTURE?

Cybersecurity

Build an inclusive
enterprise security
program that is more than
just technical controls

User Awareness

Educate, Empower and
Enable your users as the
1%t line of defence

Omni Channel

Remove barriers to
customer onboarding,
service and contracting

Digital Identity

Pursue a single view of
customer

Collaboration

Actively encourage
collaboration and silo
breaking

SISIS)

IT SECURITY
SPECIALISTS
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* He pai te tirohanga ki nga mahara mo
nga ra pahemo engari ka puta te
maramatanga i runga i te titiro
whakamua.

* [t's fine to have recollections of the
past, but wisdom comes from being
able to prepare opportunities for the

future.

IT SECURITY
SPECIALISTS Retold and illustrated by Peter Gossage
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Digital and Cyber Risk Beyond 2020
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So what’s the problem?

43% of all breaches result from exploited web application vulnerabilities
according to the Verizon Data Breach Investigations Report

6 of 10 organizations have unpatched vulnerabilities more than 2 years old

Gartner continues to conclude that 90% of breaches will continue to occur through
Issues organizations know about but have not yet addressed

McKinsey Research states we’ve done 10 years worth of Digital Transformation
In the last 12 months...

RedShield




Web-Apps (+APls) are EVERYWHERE

? b
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Digital Transformation

(DX) - loT
is pushing the Enterprise’s Is putting WebApps and APls
CORE apps to the Cloud in EVERYTHING
L

@W @

Mobile Apps

run our lives, and business,
all with Web and API
back-ends.

- ©

core comms are now over
web protocols.
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...More human interactivity now happens at the digital
layer, than the human layer.”

Central Intelligence Agency Director, John O. Brennen



But...

New Zealand Defence NZ CERT
Force
2016: set up a new national
Total budget for 2019/20 CERT
$4,291,152,000 $2_2,152,000
Percent of GDP 1.1% For first 4 years...
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Beyond...

- Victims are just that.

- We need to take the pfotection of th_gfdigital realm

seriously.

- This is an issue for b§siness, Government and all

NZers.

- Cyber-Physical convergen
impactful.

way more





https://linkedin.com/in/andyprow

How to become a Member
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How do you become a member?

Visit www.fintechnz.org.nz
or

Visit www.digitalidentity.nz
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