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Tech Landscape
Continued change in 2021

Increased and institutionalised 
remote working.

Accelerated migration to cloud 
infrastructure and 

applications.

Growth in functionality and use 
of online collaborative tools.

Explosive rise 
in e-commerce.

New cyber-attack surfaces due 
to increased technology 

adoption.

Across the board acceleration 
in connectivity and digital 

transformation.
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Ransomware is King
Bad actors are ‘following the money’

Source: 
https://www.businessinsurance.com/article/20210305/STORY/912340256/Ransomware-attacks-up-by-150-in-2020 
https://arstechnica.com/gadgets/2021/03/tens-of-thousands-of-us-organizations-hit-in-ongoing-microsoft-exchange-hack/
Waikato DHB cyber attack 'biggest in New Zealand history' - NZ Herald

https://www.businessinsurance.com/article/20210305/STORY/912340256/Ransomware-attacks-up-by-150-in-2020
https://arstechnica.com/gadgets/2021/03/tens-of-thousands-of-us-organizations-hit-in-ongoing-microsoft-exchange-hack/
https://www.nzherald.co.nz/nz/waikato-dhb-cyber-attack-biggest-in-new-zealand-history/33RPYZWICB2PJ46VYV2B2PZXTQ/?ref=readmore


Cyber Insurance 
Market Update
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2021 Market Update
Highlights H1 2021

• Demand is up, Supply is very much down

• Frequency and severity of ransomware claims 
continue to dictate loss ratios and premium.

• Continued implementation of capacity 
management plans by insurers.

Ransomware 
dictating loss 

ratios

Source: Marsh internal data and analysis. 

Supply  
trending 

downwards

Demand  
trending upwards
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On the Up

 Q1-2019 Q2-2019 Q3-2019 Q4-2019 Q1-2020 Q2-2020 Q3-2020 Q4-2020 Q1-2021

Total Price Change 8% 8% 10% 5% 11% 18% 13% 18% 30%

Primary Price Change 7% 8% 11% 6% 13% 18% 10% 17% 28%

Cyber Insurance Price Change (Percentage)

Source: Marsh UK data. 



Going Forward
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Expectations for Q3-Q4 2021

Limit Price

Coverage
Underwriting

Priorities

Continued acceleration in premium 
increases.

Detailed underwriting submissions 
required including specific 
ransomware questionnaires.

Incentivised excess increases and 
potential usage of co-insurance.

Focus on aggregated risk exclusions

Further capacity management 
implementation
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Marsh Specialty’s approach to Cyber Risk

1. UNDERSTAND

Provide CYBER CONTEXT 
within a BUSINESS PERSPECTIVE

Quantify the 
FINANCIAL IMPACT 
of cyber exposures

2.
 M

EA
SU

REActionable steps to 
SECURE, MANAGE, 

and INSURE 

3. M
ANAGE

What we do in a challenging market
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Signs of Hope
Turning the Tides



We are leaders in risk, strategy and people. One company, with four global businesses, 
united by a shared purpose to make a difference in the moments that matter.

A business of Marsh McLennan

Thank You



Cyber risks and responses
Jonathon Berry, Consulting Partner



Threat actors and methods

▪ Cyber criminals
▪ Everyone else

▪ Ransom motivated attacks
▪ Cryptoware
▪ DoS
▪ Hostage data

▪ Open ports and vulnerabilities
▪ All other malware present on the Internet



Fundamentals

▪ Information valuation
▪ Confidentiality
▪ Integrity
▪ Availability

▪ Staff awareness
▪ Data flows & ‘security container’
▪ Access control
▪ Network hygiene
▪ Validation of controls
▪ Incident management
▪ Supply chain / service providers



Don’t forget physical security or personnel security

▪ DC security
▪ Server rooms
▪ Mobile devices
▪ Hard copy

▪ Recruitment 
processes
▪ Confidentiality 

agreements





Questions?

Intelligence led solutions.  
No compromises.

INCIDENT 
RESPONSE & 

DIGITAL 
FORENSICS

TECHNICAL 
TESTING

MANAGED 
SERVICES

EDUCATION &
AWARENESS

CONSULTING
SERVICES



How the pandemic 
has increased 
reliance on digital 
identities 

Paul Platen, 
Public Key Infrastructure and Identity 
Management Principal Consultant



THE WORLD AS WE KNOW IT HAS FUNDAMENTALLY CHANGED…

http://www3.weforum.org/docs/WEF_The_Global_Risks_Report_2021.pdf



THE PERFECT STORM

• Most forms of corporate attach now involves some 
form of cyber security failure, from phishing scams 
to synthetic ID fraud 

A growing digital footprint requires better cyber 
security

• The failure to understand that simple premise is 
what's behind the eruption of data theft, systemic 
compromise and fraud.

Re-Think our approach to cyber security

• The answer to problems is NOT more technology



2021
THE YEAR OF DIGITAL IDENTITY 



• PRODUCTIVE
• PERSONALISED
• FRICTIONLESS 
• SECURE 

If you know who 
someone is….

Where they are…

What device they are using…

What network they are on…

Their relationship to your business… 

And how this changes, they can have a EXPERIENCE

IDENTITY

Identity is at the heart…of your CX/UX/EX/TX



COVID impact on digital transactions…

Aitizaz, F. and Seay, L. “Banks accelerate new branch strategies in increasingly digital post-COVID world.” S&P Global Market Intelligence, July 15, 2020, 
https://www.spglobal.com/marketintelligence/en/news-insights/latest-news-headlines/banks-accelerate-new-branch-strategiesin-increasingly-digital-post-covidworld-59377185.



So….the FUTURE?



THANK YOU
• He pai te tirohanga ki ngā mahara mō 

ngā rā pahemo engari ka puta te 
māramatanga i runga i te titiro 
whakamua.

• It’s fine to have recollections of the 
past, but wisdom comes from being 
able to prepare opportunities for the 
future.



Digital and Cyber Risk Beyond 2020



the world is entering a global, cybersecurity 
crisis
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and the people will pay the price



So what’s the problem?
43% of all breaches result from exploited web application vulnerabilities 

according to the Verizon Data Breach Investigations Report

Gartner continues to conclude that 90% of breaches will continue to occur through 
issues organizations know about but have not yet addressed

6 of 10 organizations have unpatched vulnerabilities more than 2 years old

McKinsey Research states we’ve done 10 years worth of Digital Transformation 
in the last 12 months… 



Web-Apps (+APIs) are EVERYWHERE 

Digital Transformation 
(DX) 

is pushing the Enterprise’s 
CORE apps to the Cloud

IoT
is putting WebApps and APIs 

in EVERYTHING

Mobile Apps
run our lives, and business, 

all with Web and API 
back-ends.

5G
core comms are now over 

web protocols.



...More human interactivity now happens at the digital 
layer, than the human layer.” 

Central Intelligence Agency Director, John O. Brennen



But…

New Zealand Defence 
Force

Total budget for 2019/20 
$4,291,152,000

Percent of GDP 1.1%

NZ CERT

 2016: set up a new national 
CERT

$22,152,000
For first 4 years…



Beyond…

- Victims are just that.

- We need to take the protection of the digital realm 
seriously. 

- This is an issue for business, Government and all 
NZers.

- Cyber-Physical convergence is way more 
impactful.



Andy Prow, Founder, RedShield
https://linkedin.com/in/andyprow

https://linkedin.com/in/andyprow


How do you become a member?



Visit www.fintechnz.org.nz

Visit www.digitalidentity.nz

How do you become a member?

or
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